Albany Port District Commission

Minutes of the Wednesday, December 15, 2010 Meeting

Chairman Cross called the meeting to order at 10:30 a.m. In attendance were Commissioners
Ferrara, Dean, Daly, General Manager Hendrick, Chief Financial Officer Hurley, General
Counsel Owens, Business Manager Commisso, Information Technology Specialist McGuinness,
Mike Lyons of ITQM2, Father Loskovar of the Albany Maritime Ministries, Mr. Richard
Lipman and Jay Lafond of UHY, LLP.

The minutes of the previous meeting were approved on a motion by Commissioner Ferrara,
seconded by Commissioner Dean and unanimously approved.

Audit Committee

Review of Internal Control Program — General Counsel Owens indicated that Internal Control
meetings had been held conducted with the General Manager, CFO, and General Counsel with
the following topics discussed: development of mission statements/performance measurements;
procurement issues; and the TWIC Escort Fee payment process. The Security Director and CFO
developed a written policy regarding cash receipts from the security gate for payment of the
TWIC Escort fees to the Albany Port District Commission and both the CFO/Security Director
felt it contained appropriate internal control measures.

General Counsel indicated that he would be drafting a credit card policy and would have a draft
for comment and review at the next board meeting.

2010 Engagement Plan — Mr. Richard Lipman of UHY, LLP reviewed with the Commission
their engagement plan for the upcoming annual audit of the Albany Port District Commission.

Regular Meeting

Charter Assignments — As required by the Albany Port District Commission’s Committee
Charter the following assignments for the various Committees are made as follows:

e Dominick Tagliento, Chairman Audit Committee, Commissioners Dean, Ferrara, Daly,
members and Chairman Cross, Ex Officio.

e Megan Daly, Chairman Governance Committee, Commissioners Dean, Ferrara,
Tagliento, members and Chairman Cross, Ex Officio.

e Anthony Ferrara, Chairman Finance Committee, Commissioners, Daly, Dean, Tagliento,
members and Chairman Cross, Ex Offico.



Tonnage Man Hours — Chief Financial Officer Hurley reviewed with the Commission the
-onnage and man hour comparisons. He indicated that tonnage was significantly up over 2009
and the man hours slightly lower (see attached).

Commission Calendar — The Commission members generated a calendar for board meetings
taking place during 2011. In general, the Board meetings will occur on the second Wednesday
of each month (Commissioners’ schedules might cause a change in any given month).

Executive Session — Motion was made by Commissioner Ferrara, seconded Commissioner Dean
and unanimously approved to enter into the executive session to discuss litigation/advice of
counsel, matters for which disclosure would affect the public safety, negotiations, personnel
matters, purchase/sale/lease property or the hiring of a person/company to provide services.

Motion was made by Commissioner Dean, seconded by Commissioner Ferrara and unanimously
approved to adjourn from executive session.

On a motion by Commissioner Ferrara, seconded by Commissioner Daly the meeting was
adjourned at noon noting that the next scheduled meeting will be Wednesday, January 12, 2011
at 12:30 p.m.



Albany Port District Commission Security Personnel Handbook

Forward

The Albany Port District Commission’s Security personnel policy and

procedures are set forth in this handbook. All security personnel should

familiarize themselves with these policies and procedures and refer to

this handbook as a reference guide.

The policies and procedures described in this handbook or any other

~ Commission document are not conditions of employment.

The language in this handbook is not intended to create a contract

between the Commission and its employees and may be modified a

anytime at the sole discretion of the Commission



1.0 Facility Security Officer

David Williams is designated as the Port of Albany-Renssalaer

Facility Security Officer

1.1 Security Force Personnel

Security Force Personnel (whether permanent or seasonal) will
complete training and qualification programs established by the Albany
Port District Commission. APDC qualifications are equivalent to NYS
Dept. of Licensing and training mandates. The NYS Dept. of Criminal
Justice Services, Office of Public Safety provides administrative

oversight of private security training in NYS.

1.2 Training Program

The training program is job specific for all personnel, and includes
both management and non-management personnel. The program

includes the following elements.

< Law enforcement and security guidelines

<% Company policies, including the Facility Security Plan, and
response procedures

< Prevention, detection and investigation of criminal activities

++ Reporting of threats or actual criminal and terrorist activity



<+ Communication and surveillance system operation
< Procedures for notifying all facility personnel when higher security

levels are imposed (MARSEC)

1.3 Training for Security Personnel

Training for personnel with security related duties includes

¢+ Security administration

<+ Risk, threat and vulnerability assessments

+» Knowledge of current security threats and patterns

< Recognition of characteristics and behavioral patterns of persons

likely to threaten security

<+ Techniques used to circumvent security measures

%+ Crowd management and control technigues

¢ Security related communications |

% Knowledge of emergency procedures and contingency plans

%+ Operation of security equipment and systems

< Testing, calibration and maintenance of security equipment and
systems

¢ Inspection ,control and monitoring techniques

% Relevant provisions of the Facility Security Plan

%+ Methods of physical screening of persons, personal effects,
baggage, cargo and vessel stores

% Meaning and the consequential requirements of the MARSEC
levels

¢+ Vessel security measures

% Recognition and detection of incendiaries, dangerous substances
and devices

% Vessel and local port operations and conditions



1.4 Refresher Training

Albany Port District Commission employees will be provided annual
security awareness refresher training to ensure that they have an up to
date working knowledge of the Ports emergency plan, including
security procedures, and procedures for notifying local law

enforcement.

Albany Port District Commission security personnel will complete an
eight (8) hour annual in service training course as specified by the NYS
Dept. of State. Training completed by employees will be recorded and
kept with other records and documentation as discussed in Sect 4.0 of

the Facility Security Plan.

1.5 Annual Review

The Port of Albany-Rensselaer security training program will be
reviewed by the FSO and personnel qualifications certified annually.



The following procedures shall be performed in accordance with the
Albany Port District Commissions Facility Security Plan and the Albany
Port District Policies and Procedure Handbook.

2.0 Inspection of vehicles entering the Port

A. Tractor Trailers: Security personnel shall ascertain whether the
operator is in possession of a valid TWIC. If the Operator is in
possession of a valid TWIC, the following shall apply

Security personnel shall request the operator to open the rear
door of the container/trailer unless it is sealed. An inspection of the
container/trailer shall be made as to the contents of it as well as the
description of said items on the drivers manifesto or bill of laden. Once
it is determined the paperwork and the material/goods are in order,
access to continue to shipping and receiving will be permitted.

If the container/trailer is sealed, do not open. Security personnel shall
review the manifesto or bill of laden and direct the operator to shipping

and receiving.

If the operator is not in possession of a valid TWIC, Escort procedures
shall apply. (See Sect 10.0 TWIC Escort Procedures)

B. Personal vehicles: Upon any vehicle entering the
Restricted/Secure area of the Port, said vehicle shall be stopped and
their business shall be stated. Operators of vehicles that are not
employees but possess a valid TWIC may not be permitted to enter
based solely on their possession of a TWIC, but must have legitimate



business in the Port of Albany. Visitors or tourists are not permitted to
enter unless permission has been granted by the APDC and
arrangements have been made for an escort. Any such visitors/
contractors shall produce valid government issued identification at
which time a pass shall be issued. An entry shall be made in the
visitors/contractors logbook, as well as a notation in the main gate

logbook.
All employees shall show their TWIC and their issued 1D cards and are

allowed to proceed.

All vehicles entering the Port are subject to inspection as is any and
all briefcases, duffel bags, luggage, and any other bag/package being
brought into the Port. Signs indicating such are posted on the Main
gate. Upon MARSEC levels changing, see Sec.11

2.1 Exiting of Tractor Trailers and other vehicles (non-employee)

A. Tractor Trailers: All tractor trailers shall be stopped prior to exiting
the port and an inspection of the container/trailer shall be made once
again to inspect the contents or to verify it is empty. (Unless sealed)

Vehicle will then be permitted to exit.

B. Personal vehicles: Non-employee personal vehicles, visitors or
contractors shall be stopped prior to exiting to ensure the same
person(s) are in fact exiting and all passes shall be returned to security

personnel at that time.

3.0 TWIC Procedure




All persons seeking unescorted access to Secure/restricted areas of
the Port of Albany must present their TWIC for inspection before being

allowed unescorted access. Inspection shall include:

< Match of photo on TWIC to individual possessing TWIC

+ Verification of validity

< Visual check of card to ensure it has not been tampered with
or forged

< |f TWIC has been lost or stolen, and he/she has been
previously granted unescorted access, individual may be
granted unescorted access for a period of no longer than 7
consecutive days if:

% TWIC has been reported to TSA as lost or stolen

< Another valid form of ID has been presented

< No suspicious circumstances associated with the loss or theft

occurred.

4.0 Alarms



Anti-intrusion alarms have been installed on the following:

< Exterior doors and windows of all buildings that serve as part

of the perimeter of the main restricted area
& Interior and exterior doors and first floor windows of

Administration Building
< Exterior doors in the warehouse housing bonded cargo area

<+ All perimeter gates
< All detection signals are sent to the command and control

center

4.1 Security Checks

Upon leaving the security trailer, the trailer door and gate shall be
locked and secured. An entry shall be made in the main gate logbook

of all checks

A. Administration Building: A check of the Administration building
shall be conducted twice during a tour of duty and shall consist of the

following:

< A physical check to ensure each door is locked

<% Open each door (using card) and observe each area to be
sure it is secure. Once determined area is secure, make
sure handle to door is in the locked position and secure

door.
< Any open doors shall be secured unless during hours of

operation



< A walk around the exterior perimeter of the building shall
also be conducted to ensure windows and doors are

closed and secure

If a breach of security has occurred (such as a broken window or
door) The FSO shall be notified immediately. Security personnel shall
secure the area to the best of their ability. Apprehension and detention
of suspect(s) shall not occur as the safety of the security officer is of
utmost importance. If the FSO is not available, Albany Police shall be
notified and the Deputy Director of Security shall be called.

B Vehicle Patrol: Should occur twice during a six hour tour of duty a
marked security vehicle shall be used with headlights and emergency
bar lights on. During this check, all shed doors, overhead doors and
gates shall be checked. An observation of any and all unusual activity

shall be noted.

In the event an alarm is activated, an audible sound can be heard from
the computer located in the security trailer. The location of the alarm
can be determined by the time and actual door number which can be
viewed on the computer. The first time an alarm sounds, that particular
location shall be physically checked for a breach. Security officer shall
locate the door, gate or window by a map (unless familiar with the
alarm) and proceed to that location. If the door, gate or window is

secure, upon returning to the security trailer the following should be

done to reset the alarm.

s} Locate activated alarm
% Right click to highlight activated alarm



¢ Click on “alarm handling”

++ Click on “Ack”

< A small box will appear-type your initials or “ok” in box
“+ Click submit

++ Right click again, click clear

If alarm is persistent due to weather or wind, repeat steps to reset
alarm. A camera may be placed on the gate or door as a precaution to a

persistent alarm

A map of all armed doors and gates, their location and assigned
numbers can be found in binder marked “Port Protection”

Remember in the event of a breach, the FSO must be contacted for

further instructions.

4.2 Camera Operation

The Port of Albany’s alarm and camera systems are installed and
maintained by Intervid. If a problem or shutdown occurs, the FSO shall
be notified and a notation shall be made in the main gate log book.

5.0 Log Books




The main gate, south gate, and gangway (when assigned) each have
a loghook to be kept as a means of record of activity within the port.

A. Main Gate- the following information, to include but not limited

to, shall be noted:

& Relief of security manpower ( name and time)

% Security checks performed through-out the tour of duty
and any unusual observations

& Radio checks of other security personnel working in the
port

<% Entry and exit of Port Captains, shipping agents and
owners, or surveyors.(names and company)

< Relief of Port Captain and any crew change

% Any delivery service, maintenance (other than port) or
repair service |

< Request for train gate to be opened

“+ Entry/exit of USCG, Customs, or any law enforcement or
emergency services

% Port engineers, tug and work boat operators

%+ Visitors

< Representatives from Albany Maritime Ministry

B. South Gate: The following information shall be noted in the logbook

as it occurs, to include but not limited to:



Security officers name, date and time gates open and secured
“+ Opening of shed doors
“+ Opening of south train gate
< Entry and exit of deliveries, contractors or sub-contractors
< Entry and exit of any agencies (e.g. NYS DOT)
< Entry of non-TWIC holders and their escorts

C. Gang-way: The following information shall be noted in the

logbook as it occurs, to include but not limited to:

& Docked vessels crew members names that are not listed

as “refused”
< Any requests by the Captain or Mate of said vessel
< Maintaining of the ships loghook and crew passes (when

requested

6.0 Lights

Security personnel that is assigned to a shift that falls within dusk to
dawn shall familiarize themselves with the location of light boxes so

they can perform the following when a vessel is docked

< Turn on all lighting that is necessary to illuminate the
areas the ship is docked at. (e.g. when ship is docked
at shed 3, north lights and dock lights would be used)
< Upon the request by FMT, stadium lights shall be

turned on



< An entry in the main gate logbook shall be made of
such requests and the time and location of lights

turned on

7.0 Communications

All security personnel shall familiarize themselves with the APDC call

signs.

A APDC radios: All communications and transmissions on the APDC
portable radios and stationary radio located in the security trailer are
monitored and maintained in accordance with FCC rules and

regulations

All transmissions shall be brief in length, articulate and professional

B. Marine radios: are located in the security trailer (portable and
stationary) and shall be used in accordance with FCC and USCG
procedures and guidelines. Vessels that are docked have been advised
by the FSO they shall communicate with security via channel 17 stating
crew members that are permitted to exit the port are en-route to the
security trailer prior to their exiting. (See Sect 3.0 TWIC procedures)



C. Also located in the security trailer is an Albany Police stationary
radio which shall be monitored in the event an incident is occurring or
about to occur within the port proper. In the event of an emergency,
security may transmit on this radio stating “Dispatcher this is Albany

port security” and the nature of the emergency.

7.1 Emergency transmission

In the event an actual emergency is occurring or about to occur,
communication by security personnel is vital. Articulate and calm
transmissions are of utmost importance to ensure the nature of the
incident and other relevant information is delivered in an expeditious

manner,

If vou are under duress and not free to announce or describe the
emergency (e.g. hold-up, hijacking etc.) the Key Word program shall
be utilized. All security personnel shall familiarize themselves with

this program. Key word is not for public dissemination.

8.0 Reporting of Incidents

A. Accident, breach of security, natural disaster or criminal act:
Security officer shall notify the FSO and call 911. (Or use APD radio). An
incident report shall be completed once it is safe and responsible to do



so. The report shall contain the following information (including, but

not limited to)

< Date, time and location within the facility
< Description to whom reported

% Description of action taken
<+ Any other information pertinent to the incident

B. Security threat: for each threat, the following shall be reported
(including, but not limited to)

< Date, time and location of threat

< How the threat was communicated

% Who received or identified the threat
% Description of the threat

< To whom reported and action taken

8.1 General Guidelines in an Emergency

During an incident in the Port of Albany, the following are some

guidelines for employees to follow:

%+ Remain calm
< If you are the senior most APDC em ployee, take

charge and direct other employees as appropriate
until relieved by more senior or more capable,

trained, equipped personnel



< Notify FSO

<+ Render first aid to the injured

< Stabilize the site if possible, if risk is present order
an evacuation to a safer location within the facility

< If evacuation is ordered, direct personnel to a
specific location and order them not to leave facility
so that an accurate account can be made

& Assist law enforcement and emergency personnel

as directed/capable

9.0 Rules for Security Officers

All Albany Port District Commission Security Personnel shall adhere

to the following:

< At all times be courteous, polite and professional

% Never leave the Port of Albany during your tour
of duty unless relief is arranged

< Maintain a professional appearance, no shorts,
sandals, or graphic t shirts shall be worn



< No eating, drinking or smoking while dealing
with the public

< No using profanities or obscenities

< No use of telephone or computer while dealing
with the public or clients

% Do not discuss APDC business with non-
employees or the public

< Do not discuss other employees personal
business with others

~#» Secure and lock the trailer and gate upon leaving

the trailer

& Familiarize themselves with this handbook, as
well as the Facility Security Plan, and the APDC
Policies and Procedure Handbook

10.0 TWIC Escort Procedure

Upon accepting an escort assignment, the following shall be
adhered to

<+ Security officer shall meet the non TWIC holder at
the gate and request to see all applicable paperwork
< Payment of $75.00 is due prior to the escort unless

an arrangement has been made for billing of the



vehicles/drivers company. A duplicate receipt is
completed with one part to the driver and the other
affixed to the payment.

< Vehicle/driver is then escorted to FMT Shipping and
Receiving where paper work is turned over to FMT
personnel

< Once FMT determines where the delivery is to be
made, security officer shall escort the vehicle/driver
to the area and remain until the delivery is complete

<+ Upon completion of the delivery security officer shall
escort the vehicle/driver to the main gate to exit

< Cash payment must be turned over to the security
officer assigned to the desk at which time he/she
shall turn it over to the FSO. If the FSO is not
available, the Deputy Director of security will take
the monies and receipts to the CFO (chief financial
officer). If the CFO is not available, the monies and
receipts shall be placed in the cash bag located in the
locked bottom drawer of the filing cabinet. FSO will
then deliver same to the CFO when available. Once a
month, payments that were billed, are sent to their
respective companies by APDC administrative

personnel

All Security officers shall make an entry in the TWIC escort log book as
to the number of vehicles escorted, their name, date, start and end

time and the total hours.



11.0 MARSEC

A Level 1: At level 1 the FSO will ensure the implementation of
security measures to prevent unauthorized access or activities within
the Port of Albany-Rensselaer Secure-Restricted areas. MARSEC Level 1

security measures include:

% Restricting access to only authorized personnel

< Securing all access points not actively used and
providing physical barriers to impede movement
through the remaining access points

% Conduct of random vehicle searches, random
baggage search of authorized vessel crew and
visitors and pedestrians in the Port

% APDC and FMT employees will verify the
identification and authorization of all persons and
all vehicles entering the Secure/restricted area

% Patrolling or monitoring the perimeter of
secure/restricted areas.

% Using APDC and FMT employees to detect and
report unauthorized entry or movement within
the port

< Directing the parking, loading and unloading of

vehicles within the Secure/restricted area



B Level 2: In addition to the MARSEC level 1 security measures, the

following additional measures will be implemented:

% Activation of manned, 24 hr. gate access control
% Increased intensity and frequency of monitoring
and access controls on existing Restricted access

areas
% Increased patrols to 4 vehicle and 2 foot patrols

and employee presence to ensure the integrity
and effectiveness of barriers and or fencing
surrounding Secure/restricted areas

< All but essential gates to the cargo loading and
handling area will be closed and locked or
barricaded

% Parking adjacent to Restricted areas will be

prohibited

C Level 3: In addition to the security measures for MARSEC levels 1

and 2 the following security measure will be implement:

<+ Deployment of additional onsite security
personnel as required

< Additional areas of the Port may be restricted

% Access by any individual to secured and
unoccupied Restricted areas will be under
APDC, FMT or Albany Police escort



% A security sweep, including use of canine
teams of all Restricted areas will be ordered
on declaration of MARSEC Level 3




§ 35.05 Justification; generally.

Unless otherwise limited by the ensuing provisions of this article
defining justifiable use of physical force, conduct which would
otherwise constitute an offense is justifiable and not criminal when:

1. Such conduct is required or authorized by law or by a judicial
decree, or is performed by a public servant in the reasonable exercise
of his official powers, duties or functions; or

2. Such conduct is necessary as an emergency measure to avoid an
imminent public or private injury which is about to occur by reason of a
situation occasioned or developed through no fault of the actor, and
which is of such gravity that, according to ordinary standards of
intelligence and morality, the desirability and urgency of avoiding such
injury clearly outweigh the desirability of avoiding the injury sought
to be prevented by the statute defining the offense in issue. The
necessity and justifiability of such conduct may not rest upon
considerations pertaining only to the morality and advisability of the
statute, either in its general application or with respect to its
application to a particular class of cases arising thereunder. Whenever
evidence relating to the defense of justification under this subdivision
is offered by the defendant, the court shali rule as a matter of law

whether the claimed facts and circumstances would, if established,

constitute a defense.

§ 35.10 Justification; use of physical force generally.

The use of physical force upon another person which would otherwise
constitute an offense is justifiable and not criminal under any of the

following circumstances:

1.A person responsible for the maintenance of order in a common
carrier of passengers, or a person acting under his direction, may use
physical force when and to the extent that he reasonably believes it

necessary to maintain order, but he may use deadly physical force only



when he reasonably believes it necessary to prevent death or serious
physical injury.

2. A person acting under a reasonable belief that another person is
about to commit suicide or to inflict serious physical injury upon
himself may use physical force upon such person to the extent that he

reasonably believes it necessary to thwart such result.

3. A person may, purstant to the ensuing provisions of this article,
use physical force upon another person in self-defense or defense of a
third person, or in defense of premises, or in order to prevent larceny
of or criminal mischief to property, or in order to effect an arrest or
prevent an escape from custody. Whenever a person is authorized by any
such provision to use deadly physical force in any given circumstance,

nothing contained in any other such provision may be deemed to negate or

qualify such authorization.
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